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Para a confeccdo desta instrucéo, foi utilizado o Sistema Operacional Windows Server 2003 (inglés) e IIS

6.0. Algumas divergéncias podem ser observadas caso a versdo do seu ambiente seja superior ou inferior a
este.

Importante:
Esse procedimento deve ser feito por usuario Administrador.
Esta instrucdo complementa a Instrucdo para Exportacdo de Certificados Digitais de Servidor Web

disponivel no portal de Suporte Certificados Digitais, Outros downloads e cadeias, Certificados para
servidores.

Abra a console do Microsoft IIS. Cligue com botdo direito do mouse no link que ira receber o certificado
(nessa instrucéo, como site da empresa). No menu que abirir, clique em Properties (Propriedades). Figura 1
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]Opens property sheet for the current selection.
Figura 1
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Na caixa de Site da empresa Properties (Propriedades de Site da empresa), clique na guia Directory
Security (Seguranca de diretério) e em seguida no botdo Server Certificate... (Certificado de Servidor).
Figura 2

Site da empresa Properties 3

webSite |
Documents [

21

ISAPI Filters I Home Directory

1 HTTP Headers ]

Performance l
Directory Security

Custom Errors l

—Authentication and access control
Enable anonymous access and edit the

@o authentication methods for this resource. | Edit... I
—IP address and domain name restrictions
) Grant or deny access ta this resource using
IP addresses or Internet domain names.
Edit... |

—Secure communications

Require secure communications and [ 5 ii I
enable client certificates when this server Certificate, ..

resource is accessed, > =
View Certificate. ..

Edit...

oK Cancel apply | Help I

Figura 2

Na tela do assistente que abrir, cligue em Next (Avancar). Figura 3

g X|
Welcome to the Web Server
Cerntificate Wizard

Welcome to the Web Server Certificate Wizard.

This wizard helps you create and administer server
certificates used in secure Web communications
between your server and a client.

Status of your Web Server:

Your Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate Wizard will help you to create a new
certificate for this Web Server or attach to an
existing certificate.

To continue, click Next.

( Cancel I

Figura 3
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Selecione a opgdo Import a certificate from a .pfx file (Importar um certificado de um arquivo .pfx) e clique
em Next (Avancar). Figura 4

IIS Certificate Wizard i x|

Server Certificate
These are the methods for assigning a certificate to a Web site. ®

Select the method pou want to use for this web site:

(" Create a new certificate.
(" Assign an existing certificate

" Import a certificate from a Key Manager backup file.

[G' dmport a certificate from a .pfs ﬁlesf]

(" Copy or Move a certificate from a remote server site to this site.

< Back I Cancel |

Figura 4

Clique no botéo Browse... (Procurar). Figura 5

IIS Certificate Wizard 18

Import Certificate
You can import a certificate from a .PFX file.

Enter the path and file name of the file containing the certificate.

Path and file name:

o\ plx Browse...

Specify whether the imported certificate should be marked as exportable after import.
Marking a certificate as exportable is a higher security risk, however it allows the
certificate to be exported to a file for backup.

[T Mark cert as exportable

< Back Next > Cancel

Figura 5
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Na caixa que abrir, navegue até a pasta criada c:\certificado. Figura 6
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Figura 6

No campo Files of type (Arquivos do tipo), selecione a opgédo PFX file (*.cer;*.crt) (Arquivo PFX (*.pfx)).
Selecione o arquivo de backup do certificado e clique em Open (Abrir). Figura 7
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7
Figura 7
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De volta a tela com o campo Path and file name (nome do arquivo) preenchido. Marque a opgdo Mark cert
as exportable (Marcar certificado como exportavel). Cligue em Next (Avancar). Figura 8

IIS Certificate Wizard .

Import Certificate

x|
You can import a certificate from a .PFX file. @
<

Enter the path and file name of the file containing the certificate.

Path and file name:

C:\certificado‘\backupdocertificado. pfx ] Browse... I

——

Specify whether the imported certificate should be marked as exportable after import.
Marking a certificate as exportable is a higher security risk, however it allows the
certificate to be exported to a file for backup.

Figura 8

Digite a senha que foi definida na exportacdo do certificado, consulte a Instrugdo para Exportacdo de
Certificados Digitais de Servidor Web. Cligue em Next (Avancar). Figura 9

IIS Certificate Wizard i x|

Import Certificate Password

Toimport a certificate, you must supply a password. ®
Y

Type the password for the certificate you want to import,

Password:

20000 ]

< Back ’ Cancel I

Figura 9
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Defina a porta de uso SSL e clique em Next (Préximo). Figura 10

115 Certificate Wizard ’

x|
SSL Port
Specify the SSL port for this web site. Q
N

SSL port this web site should use:
443

< Back Next > l Cancel |

Figura 10

Confirme as Informacdes contidas no certificado. Cligue em Next (Avancar). Figura 11

115 Certificate Wizard x|

Imported Certificate Summary

You have chosen to install the following certificate. ®
N

Ta install the following imported certificate, click Next.

File hame: C:\certificadohbackupdocertificado. pfx \
Certificate details:

Issued To www. sitedaempresa. com. br

Issued By SERASA Certificadora Digital w1 - h

Expiration Date 124172011

Intended Purpose Server Authentication

Friendly Name Sitedaempresa

Country/Reaion BR

Organization ICP-Brasil

Organizational Unit CERTIFICADD SERASA AUTENTICADOR DE
SERVIDOR /

Figura 11
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Para finalizar o assistente, clique em Finish (Concluir). Figura 12

11S Certificate Wizard X|

Completing the Web Server

® Certificate Wizard
N

You have successfully completed the Web Server
Certificate wizard.

A certificate is now installed on this server.

If you need to renew, replace, or delete the certificate in the
future, you can use the wizard again.

To close this wizard, click Finish.

¢ Back

Figura 12

De volta a guia Directory Security (Seguranca de diretério), cliqgue em View Certificate... (Exibir
certificado...). Figura 13

site da empresa Properties 8 21 x|

Web Site l Performance ] ISAPI Filters I Home Directory I
Documents [ Directory Security ]I HTTP Headers ] Custom Errors

—Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource. Edit... I

—IP address and domain name restrictions

() Grant or deny access to this resource using
1P addresses or Internet domain names.

Edi... |

—Secure communications

Require secure communications and i
@f@ enable client certificates when this Server Certificate, .. |

resource is accessed,

Edit... |

oK Cancel Apply | Help I

Figura 13
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Na guia General (Geral) mostrara a informagédo do vinculo da Chave Privada com o certificado: You have a
private key that corresponds to this certificate(Tem uma chave particular correspondente a este

certificado).
Na guia Certification Path (Caminho de Certificacdo) mostrara as cadeias instaladas e o certificado abaixo
delas. Cligue em OK para fechar as janelas. Figura 14

De volta a guia Seguranca de diretdrio, clique em OK.

)

Figura 14
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